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The State of iISeries Security-
2006

e 188 Companies - Mostly in the US
* 195 Different iSeries Systems

°* 825 users on average

* 393 libraries on average

Purpose of the Study

* Help IT managers and auditors understand iSeries security
exposures

°* Focus on top areas of concern in meeting regulatory
compliance
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What Drives Compliance

* Security has increased in visibility and
Importance

* Companies are getting skewered in the
press

» Bank of America, Marriott, Citibank,
ChoicePoint, etc.

°* The general public is concerned for it’s
safety
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The Legislature Reacts

° Legislatures create laws

» Sarbanes Oxley, HIPAA, Gramm-Leach-Bliley,
SB1386, etc.

°* Laws are open to interpretation
» Sarbanes Oxley Section 404 —

® “perform annual assessment of the effectiveness of internal
control over financial reporting...”

e “ .and obtain attestation from external auditors”

* Auditors are the interpreters
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The Auditor’s View

* Auditors interpret regulations
» Auditors focus on frameworks and processes

» Auditors have concluded that IT is lagging
when it comes to internal controls

° Executives just follow the auditors
recommendations

°* So what are the auditors going to say
when they review your systems?
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Unprotected
Network Access @

* Many OS/400 applications rely on menu
security
» It was easy to build
» It’s the ‘legacy’ of business applications

°* Most menu ‘security’ designs assume:
» All access is through the application menu
» No users have command line access
» Query access is limited or denied completely

» That the user is a member of the group that
owns the objects. Or...

» *PUBLIC has broad access to the data
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Unprotected
Network Access

e CIAWINDOWSAsystem32\cmd.exe - fip westpt

Hicrosoft Windows HP [Uersdion 5.1.26001]
CC>» Copyright 1785-20A1 Microsoft Corp.
gEEEEEEEEEEEEEENF
C:~Documents and Settingssjohn.earl¥ftp westpt .
Connected to westpt.powertech.com. =ss"ssssssssssnsl
220—QTCP at WESTFPT.POWERTECH.COHM.
2280 Connection will close if didle more than 15 minutes.
Uzer Cweztpt.powertech.com:Cnone>?: Jjohn
331 Enter password.
Paszword:
EEE ﬂm“llh!mdl““‘lllllllllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
fFtpXd put cisjunk.txt johnAcustomepr
288 [PORT subcommand request successful. ] ] .
158 g « Librany. J0HN:
258 JFile transfer completed successfully.
ftp= 4567 hﬁtes sent in B.@025econds 223.3%3_3t33{§ec.

ftp}‘........ EEEEEEEEEEEEEEEEENEENEENEEEEEEEEEEEEEEEESR EEEN EEEEN




Actual State of 1Series
Network Access Control

24%
Have Exit Pr

76%
o Exit Programs
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Unprotected
Network Access @/

What is an exit point anyway?

Pass/Falil
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Powerful

Users @

* Users can be made more powerful through the
granting of OS/400 “ Special Authorities”

» Special Authorities can trump OS/400 object level
authorities.

* AUSER WITH *ALLOBJ CAN READ, CHANGE, OR DELETE
ANY OBJECT ON THE SYSTEM.

e AUSER WITH *SPLCTL CAN READ, CHANGE, OR DELETE
ANY SPOOL FILE ON THE SYSTEM.

e A USER WITH *JOBCTL CAN VIEW, CHANGE, OR STOP ANY
JOB ON THE SYSTEM (INCLUDES ENDSBS AND
PWRDWNSYS)

* AUSER WITH *SAVSYS CAN READ OR DELETE ANY
OBJECT ON THE SYSTEM.
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Powerful
Users

Figure 1- Powerful Users (Special Authorities)

4D—IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII NERRNNNRERRRN RN (NRNENRAR RN}

MNo. of Usear Profiles

Root  Securty Network  Audit  Fullreport Hardware System  Backup
Acess  Admin  Services  rights  access  admin  Operator  Operator
(*Allobj) (*Secadm) (‘losyscfo) (“audit)  ("spletl) (*services) (“Jobctl) ("Savsys)

Special Authorities
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Powerful
Users @
* What do special authorities do?

» *ALLOBJ - ALL authority to every object on the
system — Game Over!

» *AUDIT - Authority to manipulate system auditing
values.

» *|OSYSCFG - Authority to create and modify
communications to the system.

» *JOBCTL- Authority to control other user’s jobs.
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Powerful
Users @)/
* What do special authorities do?

»*SAVRST - Authority to save, restore, and
remove any object on the system.

»*SECADM - Authority to change profiles
and passwords

»*SERVICE - Authority to use the system
service tools

»*SPLCTL - *ALLOBJ authority for spool

files
Learn more at:

http://www.powertech.com/documents/articles/Exposures.pdf
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Weak or Compromised
Passwords @

e Passwords can be sniffed in network traffic

* Several protocols submit user ID’s and
passwords in clear text
» FTP, Telnet, and older forms of Client Access
and PC support

* Protect yourself by...
» Minimizing use of legacy OS/400 sigh-on screen

» Set the Client Access “Bypass Signhon” Use
VPN’s when communicating over un-secure

networks



Weak or Compromised
Passwords @

* Too many passwords, too many places

» Users pick passwords that are easy to remember

» Users will re-use passwords inside and outside the
company.

» Every occurrence of a password is a potential point of
exposure.

* Use Single Sign-On to reduce the number

of passwords in your organization

» Don’t send passwords via email, or over un-secured
networks.

» Require that passwords be changed at regular intervals.
» Don’t use default passwords



Weak or Compromised
Passwords @

* |f you must have passwords, prevent trivial

passwords:
» At a minimum, set these system values:
System Value Name Value Description

QPWDEXPITV 90 90 Days

QPWDMINLEN 6 6 Character Minimum length
QPWDRQDDGT 1 Require a digit
QPWDRQDDIF 5 Unique in 10

* Use a password checker to prevent trivial passwords

* Use 0S/400’s Single Sign-On — PowerTech can help!
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Weak or Compromised
Passwords @)/

> Why Single Sign-On (SS0O)?
» Password resets are expensive

» Too many passwords risks disclosure

» Password synchronization schemes extend the
problem

» IBM and Microsoft provide native support for
SSO

» Password elimination is the most secure
approach
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User ldentity

Theft @

* 3 ways to steal an OS/400 user ID
B OS/400 Job Description
B Submit Job Command (SBMJOB)
B IBM API's to Switch to the user

> None of these methods requires you
to know the user’s password



User Identity
Theft @

> Use an 0OS/400 job description to

masquerade as the user.

» A JOBD that has a User ID attached to it
represents the ability to run a job as that user....
* No password required

» Only at QSECURITY level 30 and lower.

» SBMJOB CMD(CALL MYPGM)
JOB(REPORT) JOBD(QGPL/QBATCH) USER(*JOBD)

» Solution?
* Move to QSECURITY level 40 or higher.
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User Identity
Theft @

* Use the Submit Job Command (SBMJOB)
to masquerade as the user

* Specify the name of another user, and run

using the assumed identity

e SBMJOB CMD(CALL MYPGM)
e JOB(REPORT) JOBD(QGPL/QBATCH) USER(SALLY)
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User Identity
Theft @)/
* Use IBM API's to switch to the user

* No password required

°* The following code will allow me to
become someone else without knowing

their password

* Program QSYS/QASSUME
PGM PARM(&USER)
DCL &USEQ

DCL g
DC

R *NOPWD &HANDLE &ERROR)
%BIN(&ERROR) O

QWTSETP’ PARM(&HANDLE &ERROR)
EN
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The Open
Door Policy @

°* Every OS/400 object specifies some kind
of authority for a user called *PUBLIC?

» WHO IS *PUBLIC?

* Any user of this computer who does not have explicit authority
to a given object.

»In the old days *PUBLIC was
“Everyone in my company”

* Then as we networked to more and more systems, *PUBLIC
became every one you do business with (Customers,
Vendors, Partners, etc.)

* With virtually every network connected to every other network
(it's called “The Internet!”), *PUBLIC could be anyone in the
WORLD that can connect to your network!!!

» In a perfect world, *PUBLIC should have little
or no authority to production applications.
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The Open
Door Policy @

*PUBLIC AUTHORITY TO LIBRARIES

*PUBLIC Authority to Data

CAUTL *EXCLUDE
1% 7% *USE

"ALL
1%

"CHANGE
59%

iSeries Security Study 2007  Source: The PowerTech Group Inc.
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The Open
Door Policy @)/
* At a maximum, Business Application

users need no more than;
» *USE authority to static objects such as programs.

» *CHANGE Authority to dynamic objects such as data
files.

* |deally, don’t give *PUBLIC even read
(*USE) authority to anything

°* Check out the QCRTAUT system value to
see what authority *PUBLIC is given by
default to newly created objects.



Promiscuous
Object Ownership @

* All end users belong to a group profile that
owns all of the application objects.

» Easy to administer security

* Assumes that all application access will take
place through a predefined menu interface
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Promiscuous
Object Ownership @/

°* Why is this a problem?
» Users are no longer locked into green screen
Interfaces and dumb terminals.

» There are numerous ways of getting at the data
e Command Line access
* DFU, DBU, EZView and other Data manipulation tools
* QUERY/400, SQL, and other query tools
* FTP, ODBC, Remote command and other network accesses.

» Make sure that you've got all the back doors (and
Windows!) covered as well.
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Libraries and
Library Lists @

* Alibrary list specifies the order in which
objects and files are searched for.

* A user who can place objects into a library
could bypass security checking programs

» Example:
* |[f the library list contains LIBa, LIBb, and LIBc
* And security checking program PROGZ exists in LIBC
* And user Fred has at least *USE + *ADD authority to LIBA

* User Fred could place a bogus version of PROGZ into LIBA
that bypasses security

* Solution:

» Users only need *USE authority to libraries in their library list.

» This is especially true of libraries on the system portion of
the library list (System Value QSYSLIBL
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Libraries and
Library Lists @

*PUBLIC AUTHORITY TO LIBRARIES

*PUBLIC Authority to Data

CAUTL *EXCLUDE
1% 7% *USE

"ALL
1%

"CHANGE
59%

iSeries Security Study 2007  Source: The PowerTech Group Inc.
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Libraries and
Library Lists @/
* Protect libraries first

» No more than *USE authority to production libraries
» *EXCLUDE for sensitive libraries

* User authorities to libraries:
» *EXCLUDE => Cannot access anything
» *USE => Read, change, or delete objects
» *USE plus *ADD => Place new objects into a library
» *ALL => Delete the library
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Command Line Abuse

° The ability to execute commands allows a

user to skirt traditional menu limitations

» Commands can be entered in a variety of ways:
* (0OS/400 command line (Call QCMD)

* (0S/400 screens that display a command line (WRKOUTQ),
WRKWTR etc.), or other applications with hidden command line
access keys.

* Through the use of the attention key.

* Using FTP to issue a command remotely

* Using Client Access to issue a command remotely
* Using DDM to issue a command remotely
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Command Line
Interface Abuse
 Control user’s access to commands by...

» Use the Limited Capability parameter (LMTCPB) on
the OS/400 user profile to some interfaces

» Beware that other interfaces do not respect the

LMTCPB parameter limitations

* Use an exit program to limit DDM, Client Access, and
OPSNAYV, and other Windows interfaces

» Some users require command line access
(Programmers, Operators, Vendors, etc.)
* Make sure that they are monitored
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Command Line ‘
Interface Abuse /
cv CAWINDOWS\system32\cmd. exe
C:\Documents and Settings:john.earlermtcmd crtlibh hacker  :

IBM iSeries Access for Windouws

Uersion 5 Release 3 Level A

Submit Hemote Command

¢G> Copyright IBM Corporation and Otherz 1984, 26083. All rights reserved.

U.5. Government Users Hestricted Rights — Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.

Licensed Materials - Property of IBM

PO "~ Library Hﬁﬂﬁﬂﬂ createﬂ

C:“Documents and Settings“john. earl}rmtcmd dltlibh hacker i

IBM iSeries HAccess for Windows

Uerzion 5 Release 3 Level 8

Submit Hemote Command

¢G> Copyright IBM Corporation and Others 1984, 26083. All rights reserved.

U.5. Government Users Hestricted Rights — Use, duplication or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.

Licensed Materials - Property of IBM

F e sremo te s syrbem - pemes dae kol i i kYT
PC2194 - Library HACKER deleted. :

C:\Documents and Settingssjohn.earl’




System Value
Weaknesses @

°* There are several system values must be set
properly to protect your system
» Set the system values to their most protective
setting
* Then toggle them off/on as needed.

» Monitor system values to detect and alert you
whenever they are changed.
* Ensure that those system values are changed back
* Monitor for toggle off / toggle on conditions
* Monitor while System Values are toggled off
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System Value
Weaknesses @

* Sign-On Control- regulate sign on to prevent

attacks
» QDSPSGNINF = 1
* Display the signon information screen.
» QINACTITV = 30
* Time out a screen after 30 idle minutes.
» QINACTMSGQ = *DSCJOB
* When job is timed out, disconnect job and show signon screen.
» QMAXSIGN = 3
* Maximum invalid signon attempts allowed.
» QMAXSGNACN = 2
* Disable User after ‘N’ invalid signon attempts
» QRMTSIGN = *VERIFY

* Allow user to bypass legacy signon screen.

PowerTech.@®



System Value
Weaknesses @

= Malicious programs —
Prevent malicious programs from being
loaded to your system by setting these
system values:

» QALWOBJRST = *NONE
B Do not allow sensitive program restore.

» QFRCCVNRST = 1

B Force object conversion on restore.

» QVFYOBJRST = 3
B Signed objects must be valid upon restore.
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System Value
Weaknesses @

= Operating system integrity
» QSECURITY

@ 10 = Physical Security
@ 20 = Password Security
@ 30 = Resource Security
v 40 = Operating System Security
v’ 50 = Enhanced Operating System Security
» Do not allow programs to bypass OS security
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System Value
Weaknesses @)/

Operating System Integrity - QSECURITY

120

B0 e s s s s e e

No. of Systems

Level 10 Lewe

System Value: QSECURITY

iSeries Security Study 2007  Source: The PowerTech Group Inc.
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PowerTech’s Open Source
Security Policy

oo ® Free for all attendees!
www.powertech.com/securitypolicy.html

e What does “Open Source” mean?
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No Audit

Ability

° If you had a security problem, would you
know?
» Who did it?
» What happened?
» When it happened?
» How it was done?
» How to stop it from happening again?

* What if the data was not damaged, but
only stolen?

PowerTech.@®



No Audit
Ability

° In order to prevent security breaches, you
must first be able to detect them

* Use the OS/400 security auditing journal
(QAUDJRN) to help determine where your
security stands

» Why?
* It's free (from IBM)

* |t's a comprehensive gathering tool
¢ |t's an irrefutable source of historical events.
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No Audit

Ability

°* Turn on OS/400 security auditing by typlng

CHGSECAUD QAUDCTL(*AUDLVL)

QAUDLVL(*AUTFAIL *CREATE *DELETE +
*JOBDTA *NETCMN *OBJMGT +
*OFCSRV *OPTICAL *PGMADP +
*PGMFAIL *PRTDTA*SAVRST +
*SECURITY *SERVICE *SPLFDTA +
*SYSMGT) +

INLJRNRCV(SECURLIB/AUDRCV0001)
* This will generate a lot of audit trails

* Use tools to sift through the audit trails to find important
events.

* |If at all possible, save all security journal receivers.

* Make sure QAUDENDACN is *NOTIFY.
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Monitoring Compliance
on System |

File Edit Mavigate Report Window Help

Ci-EHa L e -

ﬁ 1 Password Related ... |E Security Related ... &3 | Pg =hm| E Welcome X

_ﬂ Security Related System Values ¥ Contents) [F%Tinaexy -search- LA

E ~1  System Mame | 2 System Value | category -~

™ Robinson QPWDVLDPGM Password -

0 Robinson QRETSVRSEC Security Security System Values

5'3 Robinsan QRMTIFL Restart

A E:E:::z: gmﬂ:m azzz;es o Run the Security System Values report to determine the current seﬁings_, for

¥ Robinsen QSCANFS Security f'h‘?::gg)? Al
Robinsan QSCANFSCTL Security TY

E Robinsan QSECURITY Security value nam QSECURI

== Robinson QSFWERRLOG Messages and ser
Robinson QSHRMEMCTL Security PowerTech recommended setting: 40 .
Robinson QSTRUPPGM Restart er .
Robinsan QSVRAUTITY System and user ¢ alue | Importance: Extremely High - liot
Robinson QSYSLIBL Library lists =3 | ==
Robinson QUSEADPAUT Security ] QRECY Purpose: The different security levels and their
Robinson QWFYOBIRST Save and Restare | meanings are listed below:
Robinsan ZALWDCRTAD Security QINAC S
Robinson ZALWSTIDCG Security + Level 10: |
Eewinon) et L8 eamty QINAC] No Security. No password required, and user IDs -2
it LE RS E st oy are created for any user who requests signon.
Robinson ZIOBACH System and user c IBM no lc-ng:—:-r SUDDOI’IS level 10 éE
Robinson ZPCSACCPGM System and user ¢
Robinson ZSECRTYPMND Security B —
Robinson ZSYSMAME System and user ¢ M ¢ Level 20- . . ?S
S QACGLVL Auditing Passward Security. Every user _must hqve a valid
Tatoiih QALWOBIRST g ID and password. Every user with a \_ralld 1D and |
Tataod QALWUSRDMN Security QDSPY password assumes root-level authority. Jn
Tatoosh QATMPGM System and user c §
Tatoosh QALDCTL Auditing QMAXS « Level 30:
Tatoosh QAUDENDACN Auditing Resource Security. Object-level authority is
Tatoosh QALDFRCLYL Auditing enforced. A moderately knowledgeable
Tatoosh QALIDLVL Auditing ~| programmer or operator can bypass resource- ~

=8 il ¥ OMAXSISMAL M | Acfinn after numher | S sH T2 =1ncania Brofi
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Compliance Guide

M RaR 3

Edit Mavigate Report Window Help

come X

5 iSeries AuditAdvisor
fﬁ Regulations and Standards
Recommendations
Q Recommended Reporis
&2 Security System Values
ﬁ User Profile Reports
< Special Authorities
<z Limit Capability Users
%2 Paz=word Expired
% Diefaull Basswords
< Inactive Profiles
Q Invalid Signons
%2 Group Profiles
<2 Library Authority Settings
{) Authority Failures
{) Signon Screen Recemmendations
(} Auditing to the Security Audit Journal
<} Auditing Objects and Sensitive Files
{) Auditing Powerful or Inguisitive Users
Q Reviewing Audit Journal Entries

Default Passwords

Any profile with a password equal to username is an unacceptable security risk. Unfortunately
many companies have policies to name their user accounts or profiles based on a standard format, such
as first name initial followed by surname (e.g., jsmith, fjones).

These policies enable a hacker to guess profile names like jsmith and try default passwords. It's
even easier for an employee who understands internal standards for user profile names to guess account

names and to try default passwords.

ame Compliance - Profiles with Default Passwords - /Users/clay/workspace - PowerTech Compliance Monit
M-lo |- ]9 =0

i | B svstems Group 52 | = 11 [T *profites with Default Passwords 53 |

_-_ v Dhawer Profiles with Default Passwords

B > ailpovectech ~1 Syste._Mame | i Profile | Statis GroMbr  Limit€ap  lnvSan

= » @il sunday Testing Alkipt " APPSEC *DISABLED 0 *ND o

== B Alkipt Alkipt ATTZ *DISABLED o “NO o

” B ocfiance Alkipt BINGRP *DISABLED o NO z

™ B Mary Afkipt caj3 *DISABLED o WO D

2 B Wwestpt Alkipt DKRZ “DISABLED 0 NO 0

= Alkipt EMCAPPS *THSABLED o *NO o

Alkipt HRCHANGE *DISABLED o NO i
Alkipt JTEGRP *DISABLED o *NO o

== Alkipt LHE *DASABLED o WO o
Alkipt LXG3 *DISABLED o *NO o
Alkipt RGJZ *DISABLED ) WO o
Alkipt TESTPGMR *DISABLED o NO o
Alkipt TESTUSER *DISABLED o NO 0
Alkipt TSTGRP “DISABLED o ] o
Alkipt VEN *DASABLED o WO F
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Best Practices Mapped to
COBIT and ISO 17799 Standards

F¥Contents] [ Tindex® [="Sgaren
Security System Values
Run the Security System Values report to determine the current settings for security system values on your system. Compare the system
values with the recommended values in chart below. Click on the link in the system value name to learn more about its meaning.
QSECURITY System Security 40 P02 4 Security Levels
Level
QINACTITY I-[:?::tei;%uflst?s”m for HIGH 30 = 30 Minutes CobiT - PO 2.4 Security Levels
QINACTMSGEQ Action/Message HIGH *DECJOB-or-a Management should define, implement and maintain
Queue for Inactive monitored security levels for each of the data classifications
Jobs message gueue identified above the level of “no protection required.”
name These security levels should represent the appropriate
QDSCJOBITY FPeriod before MEDIUM 60 =60 Minutes {(minimum) set of security and control measures for
disconnected jobs each of the classifications and should be re-evaluated
end periodically and modified accordingly. Criteria for
QDSPSGNINFE | Display Sign-on MEDIUM 1 = Display Sign supporting different levels of security in the extended
Information On information enterprise should be established to address the needs
QMAXSIGN Mo of unsuccessful HIGH 3 of evolving e-commerce, mobile computing and
login attempts telecommuting environments.
allowed for this
account
QOMAXSGNACHN | Action after number HIGH 2 = Disable Profile | D55 2 |dentification 150952e
of signon attempts Authentication and
exceeds the max Access
QCRTAUT Create Default HIGH *USE, then control | D55 3 Security of
Public at Library Level Online Access to Data
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Questions?

Download an open source
Security policy at
www.powertech.com
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