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Right click on security then

Click on configure
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Next, Next
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All done
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Save the reports to print 
or review.

Security Wizard User.TXT.lnk

Security Wizard Administrator.TXT.lnk

DO NOT make the 
changes till you have 
carefully reviewed the  
reports. 
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Hi,  I am your Typical curious 
PC based AS/400 user.
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Hey, That’s our 
AS/400

Click
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Hey,That’s 
our  Payroll

Library

It’s not really, 

this is just pretend

Click
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Cool - The employee file
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Power Word User
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I can actually change data on the AS/400!
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This is just too easy
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Are you scared 

yet?
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Check your security level:Check your security level:

http://www.netiq.com/products/vsa/10point.asphttp://www.netiq.com/products/vsa/10point.asp
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1)2.2��1)2.2��
This is the default, it does not add owner authority but keeps it if it is higher in the stack

This adds owner authority. You use this on the initial program(s)

Use this on all other programs

Use this if you only want owner authority on this one job step

Use this if you want to stop adopt authority at this level

Write a CL program to automate this processWrite a CL program to automate this process
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• User2

• UserB

• User3

• UserC

• UserD

• User4

• Group 1

• Group 2

•Group 3

•Group 4
A user can be in more than 1 
group if you have applications 
to secure with different users.



/

��

�����
������
�6�*������
������
�6�*�

Athlist1 (Programs) *Public = Exclude

Group 2 = Use

Group 3 = Use

Group 4 = All

Athlist 2 (Data) *Public = Exclude

Group 2 = Exclude

Group 3 = Use

Group 4 = All
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Typical Program 
Authorization list
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Typical data 
Authorization 
List



/

�!

�������� 77 �*�����-�*�����-

�� 0��
!';��	�
�-
��
'�
:�!4!2<�0��
!';��	�
�-
��
'�
:�!4!2<�

�� 0��
��������
����
	��
0���	
���-���
��	%0��
��������
����
	��
0���	
���-���
��	%

�� 0��
�����
���
�

�
�����0��
�����
���
�

�
�����

�� ������
���
�

0�	����3�	��

9��	������
���
�

0�	����3�	��

9��	

�� :������
�';��	�
�������
'�
0�	����3�	��

9��	
):������
�';��	�
�������
'�
0�	����3�	��

9��	
)

�� 4�	�
�';��	�
�������
'�
0�	����3�	��

9��	
�4�	�
�';��	�
�������
'�
0�	����3�	��

9��	
�

Tip: Tip: Once all users are assigned to groups the authorization Once all users are assigned to groups the authorization 
list can be given “All” authority. To test the adopt program list can be given “All” authority. To test the adopt program 
change the Authorization list to the final authority. If there achange the Authorization list to the final authority. If there are re 
any issues change it back, fix the issues then reverse the changany issues change it back, fix the issues then reverse the change.e.
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Referential Integrity 
(RI) Definition

Add
Record

Get &
Display
Error

Master
File

Detail
File

Add
Record

File I/O 
Program

Write
Record
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� A trigger is a program which is executed when an event 
occurs on a file

– Called by the database
� Triggers can be activated either before or after:

– Insert
– Update  *Always or *Change
– Delete

� The data passed to the trigger program is the before 
and after image of the record

� Can have multiple triggers on one file
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� A program called by a SQL (ODBC 
compliant) command that receives and 
returns a Parameter List.

ODBC

Client 

Stored Procedures

Server
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TCP/ IP

Proxy Server

ServerClient
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http://www.securitydynamics.com/products/datasheets /as400.html



/

�#

C�
�*�.
�������
C�
�*�.
�������


http://www.as400.ibm.com/tstudio/secure1/Sdex_fr.ht m
http://www.symantec.com/nav/fs_nav5-95nt.html
http://www.mcafee.com/
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