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#-B* System Configuration

#-{_ Metwork

a « Right click on security then
----- @d A.ut_ln:'nrizatiun Lists
[ Policies Click on configure
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#-{l Backup

@ Application Development

Berbee...putting the € in business*



AS5/400 Secunty Wizard - 51021d1m |

Welcome to the A5 /00 Securby \izard!

Ilze the wizard bo:
Create a zet of security recommendations for pour A5 /400,

Create reports explaining the security recommendations.

[N B B N S N Doy B Y N | |

Apply the 1 ——
AS5/400 Secunty Wizard - 51021d1m |

Y'ou can can

H o vaauld vou characterize the general security palicy for
wour A5 /4007

™ Relaxed

Next, Next

< Back Mext > Cancel




G‘BHERBEE.

AS/400 Secunty Wizard - 51027d1m |

You have answered all the questions needed to create a set
af zecunty recommendations for your &5 /400,

Y'ou can review the recommendations by clicking the Detailz
buttaon.

All done

< Back M et > | Cancel |
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Securty Auditing Paolicy | Securty Level | Securty Journal R eports
Securty Controls Fazzword Rules | Securty Reports

To accept a recommended setting for a secunty contral, leave its checkbox checked.
To keep the current zetting for a zecunty cantral, chck ite checkbox to remaove the check.

Fazzaward Control Current Setting Recommended Setting
Lirnit characters M ore AE[OUHE
Required paszword digits Mo Yes
Duplicate pazzword Can be the zame az old pagswo Cannot be the zame az last B
Drays pazzword walid &0 =
Lirnit character pozitions Mo Yes
b 3w pazzword length 10 g
tin pazsword length b B
Fazzword walidation program MNone Mone
Lirnit adjacent digits Mo Yes
Lirnit repeat characters Can be repeated Cannot be repeated consecutiv

| ak. I Cancel S

Summary of Recommendations X |




AS /400 5ecurity Wizard - 51021d1m

Save the reports to print

or review.
/2‘
Security Wizard Administrator. TXT.Ink
e ——Y

L W, C:%Program FilessBMAClient Access\Serviceh
Vg
fd

C:AProgram FileshBMYClient AccesshServiceh, Security Wizard User. TXT.Ink

AS5/400 Secunty Wizard - 51021d1m

DO NOT make the
changes till you have
carefully reviewed the

reports.
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My Computer AKTion Local IBM AS400 Client AS5400 Configurator
Access

& a® 0

My Documents Internet Dialup AS5400 Operations
Mavigator

@ % “ ;{

Hecycle Bin Internet Explorer S1027d1m.as4d Cupholder
iy N
()
ol

i Netw g i otes
P Dizplays all the computers on your network.

_::::E.:.

ﬂ..

o

Dial-Up Metworking

Hi, | am your Typical curiou
PC based AS/400 user.




= Metwork Neighborhood

J File Edit iew

Go Favortes  Help

*ﬁ' Entire Network
3prtsry
Aiuhnsun
Chunstad

Dlc

Dwd

Fawnh

Gpk

=] Jbell
.lc:lisman

=] )driscoll

=) ) wi

=) Jwhir

Kit

Kwi

Maumee nt_01
Maumee_nt_02
Mls

Nmf

RId

Rwa

=] e

Sik

Slemmon

Smw

Thlank
Tdruckenmiller
Tvw

= vic2

Hey, That's our

_ASI400

Click
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[2¥ Exploring - 51021d1m

J File Edit “iew Go Favorites Toolz  Help

&l Falders

F-{] OSYS.LIB
-] #cgulib.lib

#-_] #dfulib.lib
#-_] #dsulib.lib
#-_] #library.lib
#-_] #rpglib.lib
#-_] #sdalib.lib
-] #seulib_lib

Hey,That's
our Payroll
Library

#-] Adalib_lib

-] Adtslab_lib
-] AKTBACKUP.LIB
-] AKTCODLIB.LIB

| Mame

| Comment

|+

C1AEd

[ 1AKTcust
C1AKTempl
1 AKTionMacros
1AKTionweb
3 applet
C1ATMDOCS
CICLIENTNB
[ clock

1 Columbus
[]daveb

[ 1dev

Click

#-_] Aktcool lib

#-_] Aktcust_lib

#-_] Aktdates.lib
#-_] AKTDIALUP.LIB
-1 AKTDIALWRK LI
-] Aktfax.lib

It’s not really,

this Is just preteng

1 Drivers
|:I ektc
1 home

:I% HPZ100
Ibd

#-_] Aktfax2. lib

#-_] Aktfaxak.lib

#-_] Aktfaxd3.lib

#-_] AkHink.lib

#-_] AKTONSITE.LIB
#-_] Akts36.lib

-] Aktsec.lib

-] Aktshell lib

-] AKTSHELLOL.LIB
-] AKTSUPPORT.LIB
-1 AKTSUPPSAY.LIB
#-_] AKTSUPPWRE_LIB
#-_] Akttools.lib

-] Aktutil lib

MM ARTIITII AL R 1IN

1 Install

3 fcbackup
3 impnotes
C1JUMPCLAS
3 K.athy mizc
CHLNSPRTIT
3 Marketing
|:I markethnk
3 Metdwg

1 MetfinPC
CAPRTO
<HPRTO1IPDS
&8 PRT020006

.-‘J.‘-'F nrnTon
a
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B e r 51021D1M - SYSTIME /S HEMPH[S HEMPH) M =] E3

EMPLCOD EMFPH## | EMAME ETYFE ELOCAT | ESTAT Sl
*5F 0 SUFFORT [FO...  SPRT o I
*TC 0 TECHSERWI[F.. SPRT o | |tab:
-NO 0 ==NOEMFLO.. YEMND o

AET 0 AlLAMKTOPE ... ADMN o |

ErD 10 BARBARAMD..  SPRT =

CJE 5 CHRISJELEKDO... SPRT 0

Ch5 0 COMCORD MA..  VEMND o

oD 16 DEMMISDDIE...  5SL34& 0

DEL 5 DEBRAEKLEH.. SFRT o

Eal 14 EDWwWARD AJU..  SL5D o

EE" 0 ELLIOTT E.%a... TECH o

EJh 0 EDWIMJMCCL.. TECH B |

EFS 0 ERICF.5MIT5 ... TECH 0 |

FAT / FRAMK. A THO..  5SL3A4 0

FLH 20 Fa&wMN LHART.. TECH 0

GCT 18 GARY CTROK.. TECH 0

GTI 0 GARY T.JUST.. TECH o |

A N AFFF w1 TFrH R

4

Retrneved recard 166

e

B CHEMPLFILE
-] SHEMP#2222 FILE
-] SHEMPTMS5.FILE
-] SHLINE#A_FILE
-] SHLINE.FILE
-] SHNEWI1.FILE
-] SHNEW92FILE
-] SHORDH##AFILE
-] SHORD#.FILE
#-_] SHORDCUS.FILE
-] SHPRJALL.FILE
-] SHPRJATM.FILE

Cool - The employee file




Create Hew Data Source |

YWhat name do vou want to give your data source?

1. [timne stuff

Select a driver for the type of databaze you want to access:

| = of data Power Word User
2. |Client &iccess ODBC Diriver [32-bit) j

Chizk, Connect and enter any information requested by the driver:

3 Comnect. | S1021D1M

Select a default table for pour data zource [optional):

4. EiﬂEMF'# Query Wizard - Choose Columns |

[ Save my user ID and passworc What columnz of data do pow want to include ik your querny?
@l Ayallable tables and columns: Colurmig in pour quen:

Sf - HEMPH ] » EMPCOD j
SHEMPH2222 N -
SHEMPTMS 1 |emvre

SHLIME i ELOCAT

SHLIMNEHA ESTAT

SHMNEW] EAP2VH

FSHMFWD - EBLINIT

Freview of data in selected column:

Ell Ereseriid awr < Hask I M et I Cancel |




Query Wizard - Finish

—What would you like to do next??

™ Return Data to Microzoft Woaord Save Huen. .. |

= Microsoft Query
File Edit “iew Fommat Table Criteria | Becords Window Help

EIEEIRERED dd Colrn. x2] 2]

Bemove Caolurnn

*a Guery 1 from time stuf e T

SHEMPH Sort...
EaP2/H GoTo..
EEUMIT Allow Editing
ELOCAT
EMPH Uuery Now
v Automatic Quen

EMPCO| EMPH##t | ENAME | ETYPE ELOCA|ESTAT EAP2V# [ EBUNIT|
RAl:F 1] SUPPORT [FOR SCHE|SPRT (O I
__|"TC 1] TECH SERY [FOR SCH SPRT O I
__|NO 1] == MO0 EMPLOYEE RE | WEMD (O I
| AKT 1] ALAMN K. TOPE ADMM |0 I ADM
__|BMD 10 BARBARA M DAYENPL SPFRT (B a0s0 DsT
__|CIE ] CHRIS J ELEKOMICH £ SPRT O a034 CHS
_|CM5 1] COMCORD MAMAGEMEYEMD | O I
__|DDD 16 DEMMIS D DIEBALL [5/5L5A O a0gz DsT
_ DKL g DEERA K LEHMAN SPRT O I a033
_|EAd 14 ECwWARD AJUSTEM  |S5LSD O I o039z
_|EEW 1] ELLIOTT E. wAHL TECH O I o105
_ |EJM 1] EC'M J MCCLEMDOMN TECH (B I o117
_ |EPS 1] ERICF. SMITS TECH O I a03y
| FAT 7 FRAMNE & THOMAS SLSA 0 o033 TG
__|FLH 20 FawMN L HARTMAN TECH O o136 DsT
_|GCT 18 GARY C TROKMYA, TECH O o102 DsT
_|GT 1] GARY T.JUSTEM TECH O I
|0 1] JEFF C/ILLIAMS TECH B I o126
__|EB 1] JEFFREY E. BEAUMAMN TECH | O I
__|dFC 4 JOHM F CRISMAM MMGH | O a07s TG
__|IHG 1] JACK. H GOLDBERG | TECH | B I a12y

I as 19 A0 wiaENKER SPRT In | F1R1




G‘BBEHBEE.

| can actually change data on the AS/400!

EMPCO| EMPH##t | ENAME | ETYPE ELOCA] EETA'I| EAP2VH | EBUNIT|
5P 0 SUPPORT [FOR SCHE SPRT 0 A0
__ |91 0 TECH SERV [FOR SCH SPRT 0O I
__|-NO 0 = WO EMPLOYEE RE WEMD 0 I
_|AKT 0 ALAM K TOPE ADMN 0 I A0
__|BMD 10 BARBARA M DAYVEMPC SPRT B a0e0 D5T
__|CIE 2 CHRIS J ELEKOMICH [2 5SPRT 0 alE4 CHS
__|CH5 0 COMCORD MAMAGEME VEND O
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This Is just too eas

y



Are you scared

yet?
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Check your security level:
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Right Click
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Both may help but neither solve problem
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0* 1)2.2 *




1)2.2

This is the default, it does not add owner autldoiit keeps it if it is higher in the stack
Use this on all other programs

This adds owner authority. You use this on theahgrogram(s)

Use this if you only want owner authority on thrsegob step

Use this if you want to stop adopt authority as tlevel

Write a CL program to automate this process




eUserl —— «Groupgp¥ * 2 .*
e UserZ2 > « Group 2
. UserB/
e User3 > «Group 3
e User
e User
A user can be in more than 1

e Userd . Group 4 group if you have applications
to secure with different users.



6*

Athlistl (Programs)

*Public = Exclude

Group 2 = Use
Group 3 = Use
Group 4 = All

Athlist 2 (Data)

*Public = Exclude
Group 2 = Exclude
Group 3 = Use
Group 4 = All




Typical Program
Authorization list



Typical data
Authorization
List



o - "11412<
0 0 - %
0

O 3 9

" ‘0 3 9 )
4 'O 3 9

Tlp: Once all users are assigned to groups the authorizan

list can be given “All” authority. To test the adop program
change the Authorization list to the final authority. If there are
any issues change it back, fix the issues then rese the chang.
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Right click
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Referential Integrity
(R1) Definition

Write

Record
‘

Get &

G

Display
Error




%
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A trigger Is a program which is executed when an event
occurs on a file
—Called by the database

Triggers can be activated either before or after:
-Insert
-Update *Always or *Change
-Delete
The data passed to the trigger program is the before
and after image of the record

Can have multiple triggers on one file



A program called by a SQL (ODBC
compliant) command that receives and
returns a Parameter List.

Client

@ ODBC

- Stored Procedures
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Client
-

|
Server




http://www.securitydynamics.com/products/datasheets /as400.html



C ~*.

http://www.as400.ibm.com/tstudio/securel/Sdex_fr.ht m

http://www.symantec.com/nav/fs_nav5-95nt.html
http://www.mcafee.com/
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