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Agenda

= A quick peek at The security Wizard
= Defining the problem

= What is “"normal” Security

= Security methods

= Application only access
= Qverview
= Demonstration
= How to set it up

= Security on the Internet
= QOther Things to improve security
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$ B ERBEE
The Security Wizard

€ AS /400 Operations Havigator

File Edit “iew Ophong Help

i e ) et ™ [ R o0
Primary E nviranment S1027d ;. Securty
EIE AS/400 Systems Name D ezcription
= ! 51021d1m Authorization... AS/400 Authorization Lists
% Basic Operations Policies AS/400 Secunty Policy
% Job Management
#-B* System Configuration

#-{_ Metwork

E-- « Right click on security then
- [ Authorization Lists

- Policies

i" Users and Groups

#-Ef Database

#-=2 File Systems

+-3 Multimedia

#-{l Backup

@ Application Development

Click on configure
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AS5/400 Secunty Wizard - 51021d1m |

Welcome to the A5 /00 Securby \izard!

Ilze the wizard bo:
Create a zet of security recommendations for pour A5 /400,

Create reports explaining the security recommendations.

[N B B N S N Doy B Y N | |

Apply the 1 ——
AS5/400 Secunty Wizard - 51021d1m |

Y'ou can can

H o vaauld vou characterize the general security palicy for
wour A5 /4007

™ Relaxed

Next, Next

< Back Mext > Cancel




G‘BHERBEE.

AS/400 Secunty Wizard - 51027d1m |

You have answered all the questions needed to create a set
af zecunty recommendations for your &5 /400,

Y'ou can review the recommendations by clicking the Detailz
buttaon.

All done

< Back M et > | Cancel |

6 Berbee...putting the & in business®



[

Securty Auditing Paolicy | Securty Level | Securty Journal R eports
Securty Controls Fazzword Rules | Securty Reports

To accept a recommended setting for a secunty contral, leave its checkbox checked.
To keep the current zetting for a zecunty cantral, chck ite checkbox to remaove the check.

Fazzaward Control Current Setting Recommended Setting
Lirnit characters M ore AE[OUHE
Required paszword digits Mo Yes
Duplicate pazzword Can be the zame az old pagswo Cannot be the zame az last B
Drays pazzword walid &0 =
Lirnit character pozitions Mo Yes
b 3w pazzword length 10 g
tin pazsword length b B
Fazzword walidation program MNone Mone
Lirnit adjacent digits Mo Yes
Lirnit repeat characters Can be repeated Cannot be repeated consecutiv

| ak. I Cancel S

Summary of Recommendations X |




AS /400 5ecurity Wizard - 51021d1m

Save the reports to print
Or review.

%‘ Security Wizard Administrator. TXT.Ink
[

L W, C:\Program FileshBMAClient AccesshServicet,
Vg
fd

C:\Program Filez BMAClient Access\Serviceh Security Wizard User.TXT.Ink

AS5/400 Secunty Wizard - 51021d1m

DO NOT make the
changes till you have
carefully reviewed the
reports.
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What trouble can I
get into today?

Berbee...putting the € in business™
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IBM AS400 Client
Access

o

AS5400 Operations
Mavigator

@» % “

Recycle Bin Internet Explorer S1027dIm.asd

E@

My Computer AKTion Local

&

My Documents

E@

Internet Dialup

_::::E.:.

2
A Flisi s

L1

i Netw g i otes
P Dizplays all the computers on your network.

o

Dial-Up Metworking

ﬁ

AS5400 Configurator

5

Cuphaolder

Hi, I am your Typical curious
PC based AS/400 user.




= Metwork Neighborhood

J File  Edit Miew [Go  Favortes  Help

*ﬁ' Entire Network
3prtsry
Aiuhnsun
Chunstad

Dlc

Dwd

Fawnh

Gpk

=] Jbell
.lc:lisman

=] Jdriscoll

=)

=1 ) whir

Kit

Kwi

Maumee nt_01
Maumee_nt_02
Mis

Nmf

RId

Rwa

=] 5 e

Sik

Slemmon

Smw

Thlank
Tdruckenmiller
Tww

= vic2

Hey, That’s our

| AS/400

11

Click
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[2¥ Exploring - 51021d1m

J File Edit “iew Go Favorites Toolz  Help

&l Falders

F-{] OSYS.LIB
-] #cgulib.lib

#-_] #dfulib.lib
#-_] #dsulib.lib
#-_] #library.lib
#-_] #rpglib.lib
#-_] #sdalib.lib
-] #seulib_lib

Hey,That’s
our Payroll
Library

#-] Adalib_lib

-] Adtslab_lib
-] AKTBACKUP.LIB
-] AKTCODLIB.LIB

#-_] Aktcool lib

#-_] Aktcust_lib

#-_] Aktdates.lib
#-_] AKTDIALUP.LIB
-1 AKTDIALWRK LI
-] Aktfax.lib

It’s not really,

this is just pretend

#-_] Aktfax2. lib

#-_] Aktfaxak.lib

#-_] Aktfaxd3.lib

#-_] AkHink.lib

#-_] AKTONSITE.LIB
#-_] Akts36.lib

-] Aktsec.lib

-] Aktshell lib

-] AKTSHELLOL.LIB
-] AKTSUPPORT.LIB
-1 AKTSUPPSAY.LIB
#-_] AKTSUPPWRE_LIB
#-_] Akttools.lib

-] Aktutil lib

MM ARTIITII AL R 1IN

| Mame

| Comment

|+

C1AEJ
C1AKTcust
C1AKTempl
|:I AKTionMacros
L 1AKTionWeb
3 applet
C1ATMDOCS
CICLIENTMB
|:I clock

|:I Columbus

[ 1daveb

[ ldev

1 Drivers

|:I ektc

|:I home
CAHP3100
Clibd

1 Install

3 fcbackup
3 impnotes
C1JUMPCLAS
3 K.athy mizc
CHLNSPRTIT
3 Marketing
|:I markethnk
3 Metdwg

1 NetfinPC
CAPRTO
<HPRTO1IPDS
&8 PRT020006

Click

.-‘J.‘-'F nrnTon
a
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B e r 51021D1M - SYSTIME /S HEMPH[S HEMPH) M =] E3

EMPLCOD EMFPH## | EMAME ETYFE ELOCAT | ESTAT Sl
*5F 0 SUFFORT [FO...  SPRT o I
*TC 0 TECHSERWI[F.. SPRT o | |tab:
-NO 0 ==NOEMFLO.. YEMND o

AET 0 AlLAMKTOPE ... ADMN o |

ErD 10 BARBARAMD..  SPRT =

CJE 5 CHRISJELEKDO... SPRT 0

Ch5 0 COMCORD MA..  VEMND o

oD 16 DEMMISDDIE...  5SL34& 0

DEL 5 DEBRAEKLEH.. SFRT o

Eal 14 EDWwWARD AJU..  SL5D o

EE" 0 ELLIOTT E.%a... TECH o

EJh 0 EDWIMJMCCL.. TECH B |

EFS 0 ERICF.5MIT5 ... TECH 0 |

FAT / FRAMK. A THO..  5SL3A4 0

FLH 20 Fa&wMN LHART.. TECH 0

GCT 18 GARY CTROK.. TECH 0

GTI 0 GARY T.JUST.. TECH o |

A N AFFF w1 TFrH R

4

Retrneved recard 166

e

B CHEMPLFILE
-] SHEMP#2222 FILE
-] SHEMPTMS5.FILE
-] SHLINE#A_FILE
-] SHLINE.FILE
-] SHNEWI1.FILE
-] SHNEW92FILE
-] SHORDH##AFILE
-] SHORD#.FILE
#-_] SHORDCUS.FILE
-] SHPRJALL.FILE
-] SHPRJATM.FILE

Cool - The employee file




Create Hew Data Source |

YWhat name do vou want to give your data source?

1. [tirme stuff
Select a driver for the type of databaze you want to access: P
ower Word User
2. |Client Access ODBC Diiver [32-bit) j

Chizk, Connect and enter any information requested by the driver:

3 Comnect. | S1021D1M

Select a default table for pour data zource [optional):

4. EiﬂEMF'# Query Wizard - Choose Columns |

[ Save my user ID and passworc What columnz of data do pow want to include ik your querny?
@l Ayallable tables and columns: Colurmig in pour quen:

Sf - HEMPH ] » EMPCOD j
SHEMPH2222 N -
SHEMPTMS 1 |emvre

SHLIME i ELOCAT

SHLIMNEHA ESTAT

SHMNEW] EAP2VH

FSHMFWD - EBLINIT

Freview of data in selected column:

Ell Ereseriid awr | < Hask I M et I Cancel |

14 Berbee.. putting the | In business™



Query Wizard - Finish

—What would you like to do next??

™ Return Data to Microzoft Woaord Save Huen. .. |

= Microsoft Query
File Edit “iew Fommat Table Criteria | Becords Window Help

EIEEIRERED dd Colrn. x2] 2]

Bemove Caolurnn

*a Guery 1 from time stuf e T

SHEMPH Sort...
EaP2/H GoTo..
EEUMIT Allow Editing
ELOCAT
EMPH Uuery Now
v Automatic Quen

EMPCO| EMPH##t | ENAME | ETYPE ELOCA|ESTAT EAP2V# [ EBUNIT|
RAl:F 1] SUPPORT [FOR SCHE|SPRT (O I
__|"TC 1] TECH SERY [FOR SCH SPRT O I
__|NO 1] == MO0 EMPLOYEE RE | WEMD (O I
| AKT 1] ALAMN K. TOPE ADMM |0 I ADM
__|BMD 10 BARBARA M DAYENPL SPFRT (B a0s0 DsT
__|CIE ] CHRIS J ELEKOMICH £ SPRT O a034 CHS
_|CM5 1] COMCORD MAMAGEMEYEMD | O I
__|DDD 16 DEMMIS D DIEBALL [5/5L5A O a0gz DsT
_ DKL g DEERA K LEHMAN SPRT O I a033
_|EAd 14 ECwWARD AJUSTEM  |S5LSD O I o039z
_|EEW 1] ELLIOTT E. wAHL TECH O I o105
_ |EJM 1] EC'M J MCCLEMDOMN TECH (B I o117
_ |EPS 1] ERICF. SMITS TECH O I a03y
| FAT 7 FRAMNE & THOMAS SLSA 0 o033 TG
__|FLH 20 FawMN L HARTMAN TECH O o136 DsT
_|GCT 18 GARY C TROKMYA, TECH O o102 DsT
_|GT 1] GARY T.JUSTEM TECH O I
|0 1] JEFF C/ILLIAMS TECH B I o126
__|EB 1] JEFFREY E. BEAUMAMN TECH | O I
__|dFC 4 JOHM F CRISMAM MMGH | O a07s TG
__|IHG 1] JACK. H GOLDBERG | TECH | B I a12y

I as 19 A0 wiaENKER SPRT In | F1R1




= Microsoft Query _ |3
File Edt %iew Fomat Table Crtena Becordz  “Window  Help

oal| | =28 [sv) (2168 [F=] (== (243 (2] 22
% Query 1 from time stuff O] x|
SHEMPH
EAPSH
EBUMIT
iy I can actually change data on the AS/400!
EMPCOD b
EMPCO| EMPHE | EMAME | ETYPEH ELOCA|ESTA1 EAP2VH| EBUNI| | =
| *SP n SUPPORT [FOR SCHE SFRT 0 I | |
__|"TC n TECH SERY [FOR SCH SPRT |0 I
__|-MO n === N0 EMPLOYEE RE WEMD 0 I
| AKT n ALAM K. TOPE ADMM 0 I ADM
EMD Ei= [ N A I T R T Tl Y e o ~ ——— ——
_|CE EMPCO] EMPHE | ENAME [ETYPE ELOCATESTANEAP2YH[EBUNIT
_|cMs F[*SF 0 SUPPORT [FOR SCHE SPRT 0 | ADM
_ooo T et 0 TECH SERV [FOR 5CH SPRT 0 |
| ELL I === |0 EMPLOYEE RE VEMD O |
— e |AKT 0 ALAN K. TOPE ADMN | 0 | ADM
—Iem __|BMD 10 BARBARA M DAVENPL SPRT & 030 DST
—leps __|CIE & CHRIS J ELEKONICH [§ SPRT 0 5034 CNS
T |FaT L |CMS 0 COMCORD MANAGEME VEND |0 |
__|FLH 20 FaiwM L HARTMAN TECH |0 R13E DT
_|GCT 18 GARY C TROKNYA TECH |0 a102 DET
_|GT n GaRy T.JUSTEM TECH |0 I
| Jew n JEFF C'WILLLAMS TECH & I A12E
___|JEE n JEFFREY E. EEALMAM TECH O I
__|JFC 4 JOHM F CRISMAM MMHGR 0 A0ve ITG
__|JHG n JACK, H GOLDEERG  TECH (B I 127
|l 19 JODI LWaAGOMER SPFRT |0 I A1E1 |
HA4TRecod1 23]

Select View Crtena to show/edit critena limiting recordz shown I I I I I I I



s o : ¢ -ll: E
| . = ﬂ. ﬂ |II ﬂ

My Computer AK.Tion Local IBM AS5400 Client AS5400 Confiqurator
3 AS /400 Dperations Mavigator
Eile Edit Miew Option: Help

E|%|@|@|ﬂ| %l '}E ||E'| x | 'ﬁl IEI| @l 0 minutes old
I Frirmary Environment I S1027d1m; Databaze
Elm AS /400 Systems Name | Description
=@ 51021d1m [E3) Libraries AS /400 Libraries
(-1 Basic Dperations EMODBC Data ... AS/400 Data Sources
+-E8 Job Management
3&1 System Configuration
ﬁ Network
-- [0 S ecurity
@ Users and Groups
=-fF:D atabase:
Explore
~ Dpen
Dia P This 1s just too easy
Mew Libram

select Libraries to Display

:IJE:' h Flaperties
EI-- Backup

]@ Application Development

ITIITIITIITI

Selact hrarnas ta ba disnlanad in Hhe 'l ihraries Falder



=1
2 7l SR Edie Wiew Rows o Eidp
My Computer AKTio =
¥ AS /400 Operations Navi Sosul SuilE S j - IEllil
o T . ' *aF 0 SUFFORT (FOR SCHEDULING)
Eile Edit “iew Options He
ool 0 TECH SERY (FOR SCHEDULIMNCG
IE|l%|@|@|:al @l -MHO 1 == N0 EMPLOYEE REQUIRED |EI mitiutes old
I Primary E nvironment ART 0 ALAMN K TOPE
E'E AS7400 Systems B0 10 BaRBARA WM DAVENFORT (BAF | ]
EI! S1021d1m CJE R CHREIZ JELEKOMNICH (SFIKE) b3 PROJECT. .
---@ﬁ. Bazic Operatii Chds I COMNCORD MANAGEMENT 55 | BILLINGS: ...
% Job Managem oo 16 DEMMIZ D DIEBALL (SKIF) 407 JUNTING B._.
-t System Config Juuyr) i DEBRA K LEHMAN
L Network Are you scared
-8 Security EA 14 EOWARD A JUSTEN  (ED ) y
!li Users and Grc EEW I ELLIOTT E. "WWaAHL
EIE D atabase EJkd 0 ECMWIMN J MCCLEMNDOM yet?
EIEI Libraries EFS 0 ERICF. SMITS KT Ord
- AKTUT rder __.
i FAT 7 FRAMNE & THOMAS 507 Oider L.
DSHLI FLH 20 FaxTS L HARTRAMN ived Time 1__.
_____ QGPL GET 18 AP T TROKMNMA . ... 1004 L
o SYSTIk GTJ 1] if 7 IFH&NKATHDMAS I the man e IS
h@ ODBC Dat. JThY 0 JEFF ChWYILLIARS Orders ...
+-=2 File Sy 2 e MA_ ..
EI" Bac:l?m The table pou are attempting to change is naot being journaled, or you do nat hawve oject...
Eﬂ"'@ Applic: authority to the journal.. [F pou want to continue, you will not be able to cancel the  jots .
changes you make. Do vouw want to continue making the change? nject. __
A
Mo Info ...
o by
I I O In FoIoTI Y OO TED T Billing & C...
LIJ ﬂ Lmer Time f...
EEE SHTASK T ahle Tazk Mndez Mazter ;I

[ 25 . 42 AF 74 AhiscH<] [

L




G‘BBEHBEE]

“"Normal” Security

Check your security level:
= Level 30, mayze lavel 40
= Passwords for sure

= All object?

= Command lines?

= Week passwords?

= Powerful profiles?

= Application security at menu level

= No one on a green screen can get past
this. (probably true unless they have a
command line)

19 Berbee...putting the € in business*
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Holes in “‘normal”
security

= With a command line I can run
queries DFU, DBU or other 3rd party
tools.

= I can get to any data on the AS/400
from my PC.

20 Berbee...putting the € in business®



G‘BBEHBEE]

Exit point security

= EXit point security allows you to
secure specific points in programs like
Client Access and TCP to prevent
accessed to the iSeries

= The problem is you have to secure every
exit point and not all 3rd party tools allow

for this.

21 Berbee...putting the € in business*®
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Policies

= Are “rules” that are enforced on a Client PC.

= Are Typically downloaded from a file server, but can
be enter manually on an individual PC.

= Can be used to control some Client Access Functions.

Restrict Number of 5250 sessions per user

Restrict usage of ODBC based on DSN, AS/400, globally
Restrict Usage of Data Transfer

Restrict usage of Install and Service functions

Restrict OLE DB usage

= Can also be used to control some PC OS functions.

22 Berbee...putting the € in business®



G‘BBEHBEE.

More on Policies

= Are created by a "Network Administrator”
= Create using Microsoft Policy Editor
= CD from Win 98, Win NT, Office 2000

= CWBPOLUT.EXE - tells a PC to download
policies
= At

23 Berbee...putting the € in business®



G‘aBEHBEE.

Application
Administration

= Part of Operations Navigator

= Host based solution for restricting PC
Programs

= Can restrict Op Nav and CA

= Must be at V4R3 or higher

= Stored on 400 by user profile
= Build in to Client Access

24 Berbee...putting the € in business®
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Admin. User Interface

Application Admimistration - $1021d1m

@ AS /400 Operations Mavigator

R

Hanagement Central [51021d1 : _
‘Primary Environment: E'_% Basic Operatiors

Qs1021d1m —H Messages
cinm-n-. — Frinter Output

—‘% Frinters

[—]—ﬁ. Job Management

—% Jobs

—[& Server Jobs

EHB® Configuration and Service
—ﬁ Hardware |rwventaorny
— Software Inventary
Application Adminiztration [_]_G Metwiark,

[P Securty
—=& Point-to-Point

—%r Protocols
_—  _

Right Click

EI—@ A5/400 Operations Mawvigator

1 KRR KRR R R R R KRR E

1 KRR R RR] R R R R KRR E

e & in business*



Appl. Admin. User

Application Administration - Jamaica 7| x|

Select the functions or applicationz available to uzers.

AS /400 Operations Mawigator | Client Applications I Host Applications I

Function |Default Arooezs \&ll Object Access  |Customized Access | = | |
E"l:z:i Jamaiza in My 45400 Connections Customize Access - Jamaica 2 x|
E"@ﬁ B azic Operationz
E;E d Function: Active Jobs
errages Product; Jamaica in My AS /400 Connections
Prirter 0 utput Function dezcription: Provides support ta work with active jobs.
Printers
% Jobs P
COESE
T % ok Management ¥ Default access
Active Jobs ¥ Users with all obiect system privilege
B
-ﬂ Server Jobs — Customized access for users and aroups
Subsystems Users and groups: Access alowed:
—4 Job Queues g Al Users
g g - Groups fdd- |
—EB& Mermory Poolz -8 Users Nat in a Group
= : - - Femove < |
Configuration and Service
_E S_Irlstem Walues Aocess denied:
i Fthomas
_ﬁ Hardware o
4 Eemove <-
—
Remove Custornization
Remowe Customization | SRR Cancel | Help |
Applications ... k. Cancel Help
—o . he € in business*



Change from Group

Qpgmr - Capabilities 7] %]
(Jpgmr Properties - Jamaica Privileges | Applications |

Access for; PR

Eroup name: LIPGH ,5,/400 Operations Navigator
Furction ||]|:lgmr Access |ﬂu:n:e33 Drerived Fram -
LR () Jamaica in My 45 /400 Connections
D escrphian: Proar amaica i My —
> = B35 Basic Operations
Al uzers _55' Meszages Default access
' _ Frinter Output Default access
[QIAIE - nnters L efault accessz
. Cb :l —& Fi Defaul
o] : S Jobz Default access
D atalink. %
'E' £ E"% Work, M anagement
J Divwd _% Active Jobsg Default access
a | erver Jobs e efault access
i Fat Fe Server Job Defaul
i Flk Subsystemns Default access
- @ Job Lueues Default access
-E- Fthomaz —i} b ermory Pools Default access i
i Gt ll 4 | 4
Capabilitiez Mebwiorks anee | =F
Ok I Cancel Help |

27 Berbee...putting the § in business®



Change by User

Fthomas - Capabilities 2 x]
FthDITIEE PrﬂpEI’tIEE - Jamaica Privileges.ﬁ.uditingl F'assw::nrdl Eertificatesl rique [dentifier
Access for A5 /400 Operations Mavigator
zer name: IFTHI:IM.-'l'-.S
O o Functiomn |Fthu:umas Access |.-'1'-.|:|:ess Derived From
St Al EHED Jamaica in by 45400 Connections
E"% Basic Operations
Pazzword: _EE Mezzages All object system priviege
IUSE SAME PAz0n _ Prinker Oukput All object system privilege
Printers All object system priviege
_% Jaobz All object system privilege
E"@ Work, Management (|
Previous sigreor 05/23/02 11:33:41 ‘% Active Jobs D Fthomas
_ _ L& ServerJobs [ Fthomas
Sign-on attempts not walid: 1] Subsystems i Fthomas
_ Job Queues (] Fthomas
[ User must change password at next sign-on > Memary Pools i Fthamas -|
. . . . 4 3
[T Allow client applications to share this password |
W Enable user for processing
e g2 % ok | cancel | Hel
Groups Perzonal Capahilities Jobz M etworks
Qk. Cancel Help
28 Berbee...putting the & in business®




G‘BBEHBEE]

Application Admin
vs Policies

Application Admin = Policies

= Easy to use = Complex to use

= Scoped to AS/400 = PC oriented

= Limited to On/Off = More capabilities as to
= Must be at V4R3 what can be set.

= Any release

Both may help but neither solve problem

29 Berbee...putting the € in business®



G‘BHREEE.

Exit Point

= Provides a place where security can
be checked when objects are accessed
from outside t with he iSeries.
Programs such as iSeries TCP and
iISeries Access can be secured with
Exit Points

= Difficult to do yourself

= Some Vendors who offer solutions
built on exit point security

. en) liwaeie ) b the {3 in business®



G‘BHERBEE.

Application Only
Access

= Use AS/400 Object security to secure
your data so that it can only be access
by an authorized user running an AOA
application.

= Additional direct access to your data
can be granted as needed.

= This is accomplished by:
= Reassign object ownership
= Using Adopt Owner Authority on Programs

= Putting Users in Groups and Groups in
Authorization List

= Use “swap” User Profile for speciahaasesysiness



$ B ERGBEE
Object Owner

¥ All Objects are changed so that they are

owned by "OBJECT OWNER"
Prodown Properies -51021dim M|

ser name: IF'F!EIDEI'W'NF!
Drescription: IF'ru:udun::tiu:un Owirer
Fazgword:

™ User must change password at next logon
W Enable user for processing

m\%\@@

Capabilities Jobz M etwork.z

Groups Ferzonal

k. Cancel Help

32 Berbee...putting the § in business®



Change the object
owher

o
(& Calendar.file Permissions - 192.168.99.8(s102995¢)

mEX]

Chject:

PQSYS.LIEIIGAWCIS.LIEIICALENDAR.FILE

Type: Chiner: Primare group: Authorization list (ALUITL):
ITahle |Fth|:|mas ‘(Nnne) ||:N|:|ne]|
Marme | Lse | Change All | Exclude | Fror ALTL | Custarm | |
& (Public) . - £ QO - r
B Fthomas . - g - I_
Basic Details Columns | Add...
11
Chiner Primary Group Authorization List
[0]8 | Cancel Apply Help ?
33 Berbee...putting the & in business®



G‘BBEHBEE.

Object Owner

= Write a CL Program

= Loop through all file and program objects
in a library.

= Use CHGOBJOWN OBJ(MYLIB/MYFILE)
OBJTYPE(*FILE) NEWOWN(PRODOWNR)
to change ownership.

= Change the create commands so that
objects are owned by “prodownr”
when created.

= Use WRKOBJOWN (write a utility) to
find any files Qr programs DQELOWNEM e



Use CHGPGM to set

E¥ Change Program [CHGPGM]




Fhis is the default, it does not add owner authority but keeps it if it is higher in the stack
Use this on all other programs

Use this if you want to stop adopt authority at this level

Write a CL program to automate this process

36 Berbee...putting the € in business®



e UserC
e UserD

e Userd  , *Group 4

-8 Prodgpi
888 Prodgp2
-8 Prodgip3
- 888 Prodgrpd
- 888 Qpar
808 Crdarz400
888 Tempgrp

A user can be 1in more than 1
group if you have applications
to secure with different users.

37 Berbee...putting the & in business®



G‘B bbb Authorization List

Athlistl (Programs)  *Public = Exclude
Group 2 = Use
Group 3 = Use
Group 4 = All

Athlist 2 (Data) *Public = Exclude

Group 2 = Exclude
Group 3 = Use
Group 4 = All

38 Berbee...putting the € in business®



PRODOWN1.AUTL - 51021d1m 7 =

y Ubject

IHESTS.LIEHPHDDDWHH—'«UTL

Type Chwner Frimary group

Authorization list & pamr [Mone]
__I"iame AUTL ... ze Change Al E sclude Cuiztorm
&7 (Public) . . - i
@3B 0 pgrr v C C 9 C Typical Program
OProdarp2 = ¢ « ¢ ‘. Authorization list
98 Prodgrp3 [ v i . . u
998 Prodgrpd [ i i is i

Bazic  Detals Add... | Hemove [COELETTEE
|i| o @
(harer Frirnary Group Secured Objects

| ak. I Cancel Apply Help




PRODOWNZ AUTL - 51021d1m 7 =

y Ubject
IHE!SH”S.LIE.-’PF!DDEIWHE..&LITL
Type Chwner Frimary group
Authorization list & pamr [Mone]
__I"iame AUTL ... ze Change Al E sclude Cuiztorm
&7 (Public) . . - i
@58 0 pgror v . - g " Typical data
0Prodarp3 = ¢ « L ‘. Authorization
98 Prodgrpd [ i i 0 . u
List
Bazic  Detals Add... | Hemove | [COELETTEE
|i| o @
(harer Frirnary Group Secured Objects

| ak. I Cancel Apply Help




G‘BBEHBEE.

AOA - is Setup

Objects owned by PRODOWNR

programs have the Adopt keyword set.

users are in a group

Groups are in Authorization List

= Program objects Secured by Authorization List 1
= Data objects Secured by Authorization List 2

Tlp: Once all users are assigned to groups the authorization

list can be given “All” authority. To test the adopt program
change the Authorization list to the final authority. If there are
any issues change it back, fix the issues then reverse the change.
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G‘BHREEE,

User in Groupl

Initial System Menu

= Can display

Call to System and perform allowed functions
= Nice error message

Access Data (read only) via Query
= Nice error message

Update Data via DFU/DBU
= Nice error message

= Access Data (read only) via PC-ODBC

= System error message (blows Up)

= Update Data via PC-ODBC
= System error message (blows Up)

4?2 Berbee...putting the € in business*®



G‘B“R“E.

Group 1 User

= Can’t run any program

ection or command

Fi=Exit  Fd4=Frompt  FY9=Retrieve FlZ=Cancel

Fli=Information HAssistant FL1E=A5/400 main menu
Mot authorized to program ADDSYSTIME in library FWINKLER.

el ML
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¥ A5 /7400 Dperations Mavigator
File Edit “iew Options: Help

= E = R B S N = N

|EI rinutes ald

| Frimary E nedironment

| S102Tdm: SY'STIME

=B AS/400 Systems Mame | Type _Description | -
=@ 51021d1m E2QYTDPRDJ Table Y-T-D CLIENT PROJECT..
% ?::;2::;: AS /400 Operations Mavigator Database Emor E x| |
Bﬁ System Config : : .
= 0§ Network & Mat autharized to object SHEMPH in 5SS TIME type “FILE. |
{38 S ecurit
__ oo o G AS /400 Message ID: SOLOSST
EE Data_hase_ Cauze . ... .: Anoperation was attempted on object SHERMPH in SYSTIME type
=@ ';:E?T“ “FILE. Thiz operation cannat be performed without the required autharity,
""" DBUA Recowery ... Obtain the required authonty from either the zecunty officer or
""" DSMLI the object owner. If pou are not authorized to a logical file, obtain the authority o
----- QGPL the bazed-on files of the logizal file. Try the operation again.
----- SYSTII
----- W ODBC Dat
#-@2 File Systems ;I
+-3% Multimedia -
#-{&l Backup
EEI---@ Application D Job Log Help |
EFSHORTHMSUM Table T&M WOREK FILE FOR A__.
EE SH#HSCHDOD Table Requested Schedule Info ...
E=2 SH#HSCHD1 Table Requested Actual Info by__.
EESHSLSMS Table Salesman T&M Biling & C...
E2SHSTSRPT Table Workfile: Customer Time F...
EESH#HTASK Tahle Tazk Mndez Mazter j
|25 - 48 of 74 object(s) 4




G‘BHREEE,

User in Group?2

Initial System Menu

= Can display

Call to System and perform allowed functions
= Can perform

Access Data (read only) via Query
= Nice error message

Update Data via DFU/DBU
= Nice error message

= Access Data (read only) via PC-ODBC

= System error message (blows Up)

= Update Data via PC-ODBC
= System error message (blows Up)
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G‘B“H“E'

Group 2 Users

Llark es =HCEMP

. with Emno I K
= Can rufl Orogfarns that adoot
Fosition to: H
Enter options, press enter
2=Change

—
|

Upit Stat
I
I

Code Mumber HMName

AABG 57 ALEXKAMDRIA A BISHOPR
ABA ABACLS

ADA 94 ALLEN D. AUMEND

ADS 62 ALAM D STEINHAUSER
AKT ALAN K TOPE

ALA AryY L. ALYARADO

ARE: Ary R. KRULLER

ALIS ALBERT L. SCHWALLER
BAE: BETH A. KUTCHER

BLCE: BARBARA C STEWART
BOD BROMLYH O DUPREY

BE BERHICE ERDMAMM

0
b
]
]
]
I
i
b
b
]
b
4
]

Fa=Exit Fb=Rdd F12=Prewvious in business®




G‘B“R“E.

Group 2 Users

= Can’t run programs that do not adopt
owrer Zutnority,

election or command

=» BUMGRY QRYFILE((SYSTIMES SHEMP#) )

Fai=Exit Fd=Frompt F9=Fetrieve Fl2=Cancel
Fla=Information Assistant F1lo=A%/400 main menu
Mot allowed to use file SHEMPH in SYSTIFME.
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¥ A5 /7400 Dperations Mavigator
File Edit “iew Options: Help

= E = R B S N = N

|EI rinutes ald

| Frimary E nedironment

| S102Tdm: SY'STIME

=B AS/400 Systems Mame | Type _Description | -
=@ 51021d1m E2QYTDPRDJ Table Y-T-D CLIENT PROJECT..
% ?::;2::;: AS /400 Operations Mavigator Database Emor E x| |
Bﬁ System Config : : .
= 0§ Network & Mat autharized to object SHEMPH in 5SS TIME type “FILE. |
{38 S ecurit
__ oo o G AS /400 Message ID: SOLOSST
EE Data_hase_ Cauze . ... .: Anoperation was attempted on object SHERMPH in SYSTIME type
=@ ';:E?T“ “FILE. Thiz operation cannat be performed without the required autharity,
""" DBUA Recowery ... Obtain the required authonty from either the zecunty officer or
""" DSMLI the object owner. If pou are not authorized to a logical file, obtain the authority o
----- QGPL the bazed-on files of the logizal file. Try the operation again.
----- SYSTII
----- W ODBC Dat
#-@2 File Systems ;I
+-3% Multimedia -
#-{&l Backup
EEI---@ Application D Job Log Help |
EFSHORTHMSUM Table T&M WOREK FILE FOR A__.
EE SH#HSCHDOD Table Requested Schedule Info ...
E=2 SH#HSCHD1 Table Requested Actual Info by__.
EESHSLSMS Table Salesman T&M Biling & C...
E2SHSTSRPT Table Workfile: Customer Time F...
EESH#HTASK Tahle Tazk Mndez Mazter j
|25 - 48 of 74 object(s) 4




G‘BHREEE,

User in Group3

Initial System Menu
= Can display
Call to System and perform allowed functions
= Can perform
Access Data (read only) via Query
= Can perform
Update Data via DFU/DBU
= Nice error message
= Access Data (read only) via PC-ODBC
= Can perform

= Update Data via PC-ODBC
= System error message (blows Up)
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Group 3 Users

]C epo/t
F"I—"‘_IIII"' width .
Fogition to line . Shift to column
Line R T I A S '-.... N A TR ...
Emp Code Ern[_l # Er||[_| Mame

ALk Prograrm trzt cleles not

FAEHEEA: ¥5P SUPPORT [(FOR SCHEDULIMG)
; *TC CH SERY [(FOR SCHEDULIMG)
-HO MO EMPLOYEE REQUIRED
AT ALAM K TOPE HDHH
BrD 18 BARBARA M DAYEMPORT IEHPE R21  SPRT
CJE 5 CHRIS J ELEKOMICH ( 1 831 SFRT
! Cr5 COMCORD MAMAGEMEMT W
[ AR S ooo 16 [DEMHIS D DIEBALL '
IZIZIZ DKL d DEBRA K LEHMAN
EAJ 14  EDWARD A JUSTEN [ED
EEL ELLIOTT E. LAHL
EJM EDWIM J MCCLEMDON
EPS ERIC FP. SMITS
FAT [ FRANK A THOMAS
FLH 200 FAWM L HARTMAM

F20=Right 2...putting the £ in business*



File . . . : SHEMPH#
Library . : SYSTIME
Paget . . . : 1of 1

Control

ADD

CHG ..
DSP rd Number .
DLT

Fa

oJ =

I

n

Emp C
Em | Fl=Help F3=Exit F12=Cancel
Emp N
T
Locate

Business Unit Code

Bottom
FZ2=Nondisplay keys Fi3=Exit Fd=List fields
Fhi=Set key FlO=Action F24=More key

e not authorized to Change records. 3elect a different mode.




m-umm_—nm M=
- AS/7400 Dperations Mavigator Database Error 2| x|
ig & Mot authonzed to object SHEMPH in 5SS TIME twpe *FILE. =] E 1 minutes old
E £5/400 Meszage ID: SOLOSST [ale
= D | B
Cauze .. ... A+ operabion was atterpted on object SHEMPH in SYSTIME twpe — lCo...
*FILE. Thisz operation cannot be performed without the required authority, r oD
Recovery ... [Obtain the required authonty from either the securnity afficer ar E
the object awner. IF you are not authonzed to a logical file, obtain the authorby o o
the bazed-on files of the logical file. T the operation again. 01 Henus
I e
L |RP...
[ B 5SY...
_I | fCT...
| IGS:...
Job Log | Help | GRB._
B rdes
ey T=T 1T T T I T 1
= FLA et FAY [FRANKA THOMAS __ the man c -
H g I]DB[: Data Snu' GCT -IB G '.II R N L R e e L ] - -
-3 File Systems GTJ 0 GARY T. JUSTEN ploy...
-3 Multimedia 10 0 JEFF CWILLIAMS ary...
-[&f Backup der _..
@ applicati JEB I JEFFREEY E. BEEALIMAMN )
pplication Develop ' Lin.
JFC 4 JOHM F CRISKARMN 101 L1
JHG 0 JACE H GOLDBERG
JLA 19 JODI LWAGOMNER (..
JRH I JOHMN B HARTLEY e
J5H I Jay S HOLSTINE HMA
JWE g JOHMYW FOSTER  (JACK) FIL...
Kk T i FoICTI Y DD TED " |
(17 . AN of 74 rhisctisl KN - “




G‘BHREEE,

User in Group4

Initial System Menu

= Can display

Call to System and perform allowed functions
= Can perform

Access Data (read only) via Query

= Can perform

Update Data via DFU/DBU

= Can perform

= Access Data (read only) via PC-ODBC

= Can perform

= Update Data via PC-ODBC
= Can perform
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Format

: SHEMPH
: SYSTIME
1 of 1

Library .
Pageft .
Contral

Emp Code

Emp #

Emp Mame

Type

Locate #

status

Ap2 “end #
Business Unit Code

Fl=Help
Fi=Refresh

Mode

F2=Mondisplay keys
Fh=%et key

Group 4 users

Window search Extra
DATA BASE UTILITY (DEU)
Member . : SHEMPH
Format . . EMPH

Mode . : Change

Record Length .
File Access .
Record Mumber .

5P

sUPPORT
sPRT

(FOR SCHEDUL INMG)

1

Bottom
Fd=List fields
F2d=More keys

Fi=Exit
FllO=Action

z the e in business*®




¥ A5/400 Dperations Navigator

E=ESYSTIME SHEMPH - 51021d1m

BEE  EEE

File Edit “iew Options Help File Edit “iew Hows Help
E|E|@|@|E| @l -}E ||3 EMPCOD EMPH# ENAME ﬂ 1 rinutes old
_ _ “SP 0 SUPPORT (FOR SCHEDULING)
[Pl Biiioitivec “TC 0 TECH SERY (FOR SCHEDULINC
=-8§ AS/400 Systems -NO 0 sk () EMPLOYEE REQUIRED | B
=@ s1021dim AKT 0 ALAN K TOPE Co...
j% o oot one BMD 10 BAREARA M DAVENPORT (BAF  |DD--
1 B Systom Configuratio| | 5 CHRIS J ELEKONICH (SPIKE) 53
= [ Network CS 0 CONCORD MANAGEMENT SY5 [
@) Security DOD 16 DENNIS D DIEBALL (SKIP) 401 |
--ﬂ" Users and Groups DkL g DEBRA K LEHRAMN RP._.
=-[E Database E4 14 EDWARD A JUSTEN (ED)  key .
=@ Libraries EEW 0 ELLIOTT E. WAHL eT
::= ‘;EL';'I'L E.JM 0 EDWIN J MCCLENDON GS:...
______ & DSMLIB EPS 0 ERICP. SMITS rE B...
[ QGPL FAT 7 FRANKATHOMAS 501 des..
- FLH 20 FAY [FRANKA THOMAS __ the man : -
----- mll ODBC Data Sour GCT 18 (e —
l “D File Systems GTJ 0 GARY T. JUSTEN ploy...
__ ;‘:":‘Esd"" IO 0 JEFF CWILLIAMS oty
% @ Application Develop |/ 0 JEFFREY E. BEAUMAN -
JFC 4 JOHN F CRISMAN 101 [
JHG 0 JACK H GOLDBERG
JL 19 JODI L'WAGONER: e
JRH 0 JOHN R HARTLEY o
J5H 0 JAY S HOLSTIMNE UMA_
= 2 JOHN'W FOSTER  (JACK) FIL... -
K n FDISTI Y DODTED et -
17 - 4N rf 74 nhiartisl 4] ' v




3 AS /7400 Operations Mavigator
“Wiew Optionz  Help

objects

Securing Other AS/400

in| & me] x| @S]

|EI minutes old

| Modified

Explore
I Environment: Prirmary Enviranment I S1021d1m: AETempl Open
=-[%3 Root = [ Hame Create Shortcut
g dev [ AAlvarado Filter...
home ] AAumend
g tmp I AKruller Sharing 3
- etc JBDavenport
m ust IBDuprey Cut
-] QIBM
21 QSR 1 BKieroff Copy
+ e
-] APLUS g [B::'"EdE Pz
m AKTcust 0 ardy Permissi
ﬁ AKTempl EE'EkD!IIEh EIMIEZI0nE
El AKTionMacros LI CGottfried MES E t .
E' AKTionweh I CHenry i} xpar
5[] AS400Class C1DBaum S
=] ATMDOCS 1 DBlackwood =LIE -
-] CLIENTNB CIDCornell
m Columbus 1 DDriver New Folder..
[m__| Drivers CJDPavlica Delete
m Ibd CIDSalazar Rename...
- Install 1 FHartman ;
[:l JUMPCLAS Froperties
1 b s o o
(] Marketing (1 GGojcak File Folder
-0 Netdwg C1GKem Right click | File Folder
m NetfinPC EEkanya File Folder
ks QCA400 )
m QFFFAX g GUnderdown File Folder
i GZeller File Folder
FPHWSSTG
& g QFPHWSS = 1aRen File Folder

6/29/99 10:32...
6/5/99 11:15 AM
6/5/3911:18 AM
7719499 8:44 AM
8/21/97 10:54. .
852197 10:53. .
822799 3:42 AM
6/5/99 1219 PM
6/5/99 1219 PM
852197 11:09...
5522799 9:48 AM
6/5/3912:20 PM
4/21/98 1:53 PM
6/5/39312:24 PM
647/99 8:09 AM

618799 11:44. .
8521797 11:09...
FA26749910:49..
6/5/9912:35 PM
6/5/99 1:03 PH

F723/99 4:00 AM
618799 5:14 AM
6/5/99 1:04 PH

6/5/99 1:04 PH

12799 9-4N1 AM

|'I - 24 af 74 ohject(z)

ﬂ:p in business®




Secure your AS/400 resident
PC Files

FThomas Permissions - S1021d1m




aring other AS/400 objects
through NetServer

B AS /7400 Dperations Navigator

File Edit “iew Options Help

in| FEe] X =] SES]

5 minutez old

I E nvironment: Primary E nevironment

I S1027d1m: Foat

@ Management Central [S1021d1m]
Elm Primary Environment
=@ $1021d1m
-5 Basic Dperations
--Ef Job Management
]ﬁﬁ Configuration and Service
- Network
-G0S ecurity
- g® Users and Groups
]% Database
—-=2| File Systems

EI Integrated File System

oy O e O ey e O e Oy |

{3 Q0DpenSys
{g3 QDLS

{23 ASYS.LIB
{83 QOPT

{23 QFileSvr.400
{d3 ONTC

-{Z5 QMetware

----- ﬂe Shares
3% Multimedia
EI-- Backup

]@ Application Development

I%1...[+]

+1

|

Mame | Size | Type | Modified |
Cddev File Folder h/21/99 3:07 PM
1 home File Folder 521799 3:07 PH
& tmp File Folder 6/5/99 316 PM
et File Folder 6/5/99 2:08 PM
Cusr File Folder /2199 3:07 PH
CIQIBM File Folder Rf22/99 11:00._.
£1asn File Folder FI27799 2-22 AM
CJAPLUS File Folder 6/9/99 117 PM
L1 AKTcust File Folder 127799 517 AM
QAKTempI File Folder F723/99 7-07 AM
LI AKTionMacros File Folder 6/5/99 1:16 PM
L] AKTionwWeb File Folder 6/5/99 1:16 PH
] AS400Class File Folder 6/9/99 117 PM
CIATMDOCS File Folder 6/9/99 117 PM
CICLIENTNB File Folder F122/99 7-55 AM
] Columbus File Folder 42299 10:40..
1 Drivers File Folder 42299 10:40..
Cdibd File Folder 6/9/99 117 PM
CdInstall File Folder 6/9/99 117 PM
CIJJUMPCLAS File Folder 6/5/99 1:25 PH
3 Marketing File Folder b/16/99 557 AM
[ | Metdwg File Folder 6/5/99 1:26 PH
1 NetfinPC File Folder 6/5/99 1:26 PM
E QCA400 File Folder hA22/99 10:49._.
[ IAFFFAX File Fnlder 522299 10-51

| 1 - 24 of B0 ohject(s) |

L




€3 AS/400 Dperations Mavigator

NetServer

Adding a 400 (folder) to

File  Edit

Yiew Optiong  Help

o o
IEnvirnnment: File ‘“iew Help

71l AS/400 NetServer - S1021d1m

By e E E =

El! Prim. : _
=@ IEb &5 /400 Suppart for YWwindows Metwork Meighbarbo

&5,/400 MetServer. Shared Objects

E =-f0 AS/400 NetServer Share | Share Type |
ﬁ = Eh : Erli: I @F‘rt[ﬂ F'r!nter
N ﬁ P03 F'rfnter
- - @F"rtSrd Printer
@ Frinter )
a- # LD aktempl File
2Bl 4 0cad00 File
Bl . A7 Qeadin 0 .
= Crdars File

i 41 Urdars A Tatteh File

E| I A Tatteh

EEI--- Sessions

g TEEE e e

#-{E2 QMetware

o EB File Shares
EEI‘_L’J M. lhimadi=
[ Explore
[+ Open
Create Shortcut

Open A5/400 Met!

EMYET

Eroperties

— L IITC

C1bd
dInstall
C1JUMPCLAS
3 Marketing
3 Metdwg

1 NetfinPC
&2 OCA400

"1 AFFFAX

1 I 1 Uiuca

File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Folder
File Fnlder

nfF L F aFf ILF_ T

6/5/99 117 PH
6/5/991:17 PH
6/5/991:25 PH
6/16599 557 AW
6/5/991:26 PH
6/5/99 1:26 PHM
5/22/9910:49...
K229 1071

[l
A




A other Things to
secure your
DataBase

« Referential Integrity (RI)
« [riggers

« Stored Procedures

« Column Level Constraints
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eeroee Referential Integrity
(RI) Definition

The database ensures that:
- Data is consistent between files
- Data is valid
- No orphans

Write

Record
‘

Get &
Display
Error

G
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G‘aBEHBEE.

Referential Integrity

Continued

= RI implemented at the Database
Level not at the Application Level

= RI cannot be validated by anyone, not
even a programmer.

= The data is safe from the program.
= Easier application coding
= Better performance

62 Berbee...putting the € in business®



Referential Integrity

Referential Constraint Properties 7| x|

Constraint: [OMML_SECLVL_OMMM = Constraint
Foreign Fem N a m e
| Column M ame | Tyvpe | Ler... | Drezcription - - Dependa nt FI Ie
ORGAMIZATION_ID CHARACTER B
MEMBER_ID HUMERIC 7.0 1
MEMBER_LAST_M... CHARACTER 40 o - Pa re nt FI |e

MEMBER_FIRST_M.. CHARACTER 30

N STATUS CHARACTER & | _PILI m Foreign Key

Farent table libran: Farent ke to reference: n Pa rent Key
I.&KTMEMSE!L j | Coalurnn 1 ame | Tupe | Len... | Descrip
: 1 SECURITY_LEWEL CHARACTER & 1
Eﬂmtable' SECURITY_LEVEL_.. CHARACTER 30 " Delete Action
= Update Action
= Insert Action
1] | i
Delete action: IND action j
Update action: IN':' JE— j
ak. Cancel | Help
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G‘BBEHBEE.

Triggers Definition

gger is a program which is executed when an event

curs on a file
-Called by the database

Triggers can be activated either before or after:
~Insert
-Update *Always or *Change
-Delete

= [he data passed to the trigger program is the before
and after image of the record
« Can have multiple triggers on one file
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G\B BERBEE Stored Procedures
Definition

« A program called by a SQL (ODBC
compliant) command that receives and
returns a Parameter List.

Server

ODBC

Stored Procedures
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G‘BBEHBEE]

Column Level
Constraints

= Allow you to Secure individual fields in
a record.

= Allow you to set edit rules that can be
trapped on a field in a file.
= Ranges
= Values
= Logical expressions
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G‘B““EE.

Check Constraint Search Condition

=ralnts

EersTEE [ORGMST_ORGID = YOU can
Colurnns Operators Funchions h a Ve t h e
DRa-HAME ;* Al E database
i iggw.mL i en fO rce
<= iﬁ?ﬁua even
: aran more of
ao e your
CHAR
Clause CONCAT | |CHAR LENGTH | .
CHAR_LEMGTH[ORGID | » 0f N bUSIneSS
rules.
|-
ak. Cancel Help |
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G‘BBERBEE.

A Firewall i1s a blockade
between a secure network
& an un-trusted network

DI Internet
i
Fireseall

68 Berbee...putting the € in business®
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G‘BBEHBEE]

What is required for a
secured Internet
connection?

Proxy,SOCKS or NAT
Filtering

Logging

Reporting

= Virus Protection

= Authentication
= Encryption

69 Berbee...putting the £ in business*®



G‘BBEHBEE.

» Breaks connection

= Hides internal IP
address

= May Authenticate
= May Log

Proxy Server

>

Lt

Client
-

70

Server
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G‘BBEHBEE.

Authentication

= Who is it?
= How can you be sure that the person signing on is
the person you expect.

= Digital Certificates

= Sounds gOOd but? oent Tominal h“p ACEfRgant for
= Authentication Server = ﬁg ﬁfm' A
= Very strong if you can affi §> T E_,

Bemabe Lses l -
ACE[Sarear T

http://www.securitydynamics.com/products/datasheets/as400.htmi
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Broneer -

Virus Protection

Prevem and Control Viruses

We'll give you the good newys first, The good news is that 250400 ohject-bazed architecture
makes i technically unlikely that a virus will harm your 25400, The bad news is that 255400
ohject-bazed architecture doesnt prevent viruzes from spreading among connected PCs on vy
netwark. To prevent and control viruzes:

control Creation of Mew Objects

iorestion Control Authority 1o Foaot Directory

In=tall and Bun ¥irus Scan Software

=tage Movement of Mew Objects Using Temporary Folder
Educate Your Users about Viruses and Software

oLk =

For more infarmation on cortralling wiruses, check out the [BM Antivirus Web site.

http://www.as400.ibm.com/tstudio/secure1/Sdex_fr.htm

http://www.symantec.com/nav/fs_nav5-95Snt.html
http://www.mcafee.com/
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G‘BBEHBEE.

Encryption

= iSeries supports SSL, which allows
all iSeries task to be encrypted.

= ISeries can be a VPN Server

= VPN be careful (At least 2

Definitions)
= Your firewall (IPSEC)
= A private wide area network
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G‘BBEHBEE.

Other Resources

Tips and Tools for Securing Your iSeries SC41-
5300-06

Managing 0S/400 with Operations Navigator
V5R1 Volume 2: Security SG24-6227

iISeries Wired Network Security: 0OS/400 V5R1
DCM and Cryptographic Enhancements
SG24-6168

AS/400 Internet Security Scenarios: A
Practical Approach SG24-5954 (somewhat
dated)
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